. We are in the heart of the technology
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Agenda

e Digital Identity concept
e Project samples
e Digital Turkiye
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Digital Identity

Information used and interpreted by computer systems to represent an external agent — a person, organization, application, or device

Portability
User control

M\ Privacy
H Igh Security

Speed

Usability

Intero pera bil ity Centralised Identity Federated Identity Self-Sovereign Identity
Management Management Management

User centric

Dp Q] Vv

~—

IDP \

Low

0661
8661
¢l0c¢
910¢
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Digital Identity

Self Sovereign Identity (SSI)

e Open standards based identity framework with self-owned Trust
¢ Decentralized Identifiers (DID) + Verifiable Credentials (VC)

e Decentralized Identity Management Infrastructure B

e Putting control back in the hands of users E

e Greatly reduces threat of data breaches m Issue D

Prove
e Increases trust and reduces fraud
e Interoperability and Portability between systems and sectors
e Compliance with PII protection regulations (GDP, KVKK) PUbKey Verify VC
e Advantages for enterprises Revocation status (issueriRevocaton
* Faster verification process at a much lower cost Decentralized Identifiers (DIDs)

* Prevents credential fraud

* Improves data and identity security

* Reduces risk of cyber attacks by storing less user data
* Reduces compliance effort and cost

* New business models with partners

Blockchain
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Digital Identity

Realization approaches with DLT

e Off-chain
* AnonymCredentials approach
* On-chain anchored off-chain data (MIT diploma hash in Bitcoin Ledger)

* On-chain credentials
 NFT based (Special NFT, Soulbound NFT)
 Non-NFT token/data

* New trends
 Decentralized Web Node for SSI
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Digital ID Projects

Canada

e Known Traveller Digital
Identity (KTDI)

e Verifiable Organizations
Network (VON)

United States

e VVelocity Network

e Excelsior

e Bonifii MemberPass

e US Department of
Homeland Security

-

LATAM &

Caribbean
o | ACChain
e Copa Airlines = IATA

International

e International Air Transport
Association (|ATA)

e Sovrin Foundation

e Global Legal Entity Identity
Foundation (GLEIF)

e cheqd.io

Image credit:
3 chead.io

)<

UK & Ireland

EU

e c|DAS 2.0

e European Self-Sovereign |dentity
Framework (eSSIF) / EBSI

e Findy

e Pharmaledger

P g

‘/ ‘Germany

Emerald ID
‘ e |Dunion

*;‘ *. e Open Credentialing

Initiative (OCI)
T

NHS
IATA
Sellafield

South Korea
e |nitial DID consortium

Spain
_ furkey
e Alastria ‘ e UN Development $
¥ Programme
Jordan g DA
e World Food i
Programme .SlAnf%iigiore
*
‘ [ ]
Sierra Leone
e Kiva
New Zealand
e Mattr
Australia

v

South Africa e Latest NSW activity

e Absa - Sovrin /

® Yoma
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Digital ID Projects
EU ID Wallet
*  @Gov.issued wallet
. W3C compliant EBSI DID, DID Documents
RE el o Bl LEland NP(Natural Person)

o \ / . EBSI DID Registry, permissioned, authorized
7N\ v ’ ’
& @ né% % institutions can write

Document Self-sovereign Social Diploma

\ Identity Security /
& = r
[k‘\ //ﬂ r p o, @) (@/ O EUelD Wallet

Asylum Process

/ T, y/@) 93 §,@D National elD

TRUSTED DATA EXCHANGE Driving License [85)

i
<
Diploma
= el SELECTIVE
- DISCLOSURE d PROVIDERS
Insurance @ proofs of identty / attrtxstes
&
i\_“/: /\
# it

National elD

Travel

Payment
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Digital ID Projects
EUID o

2023 2024
Council mm
Presidency = £ 0 Belglum S Hungary [ w Poland ] [ 4BDenmark ]
. Jun - Parliament Elections ’ Dec - New Commission begins term of office
Legislative ¢ [ Trilog ? <& <<{ Prepare Implementing Acts ] &
Process Mar: Impl ting Act
Commission Parliament Vote 4P June 29 Nov8 Nov2s  Early 2024 mpiementing ACtS
: Paolitical agreement ~ Final ITRE Plenary Vote
Council onkey elements  Trilog Committee
Parliament Vote
Large Scale T [ Development based on Ref. Wallet ]()[ Testing & feedback ]
Pilots (LSP) * preparation [
1t prototype
:r;hltectu ral *® | ’. not officially Q Ongoing updates - likely until 2027*
neference Feb: Apr: released: NOVZ | Adjustments - based on experiences in LSP
Framework (ARF) V10V1.1 Vyl.2 ViB
Reference ’ v
Wallet Development Nov? Piloting in Large Scale Pilots ]
(Open Source) Reference Implementation V10
m:n‘eli:r States { Implementation in National Wallets Starg‘;f;"?;ii,ﬂi'g’,;’)i”ﬁ'Ets%—4" >
* Timing Example for LSP POTENTIAL < p Interdependencies Displayed dates are ’ actual <> estimated

- - . L. N . ) . .
Naml"al | © Namirial - All FlghtS reserved Information provided without guarantee for accuracy and completeness of data displayed Last update of this overview: November 14, 2023
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Digital ID Projects
Legal Entity Identity

Organization/ Person Role

W GLOBAL Legal Ent
‘ /g, \ LEGAL egal Entity
'& ENTITY
\ ’ IDENTIFIER =
FOUNDATION -

L Qualified vLEl Issuers

L Legal Entities

L Persons Representing . .

Legal Entities

Legal Entity Identifier Person’s Name Role
(LEI Standard) (String)
| |
g |
\ Cryptographically bound to the owner of the keys J

e First pilot June 2022
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Digital ID Projects
Digital Bages

IMS Global Learning Consortium Open Badges Specification to conventions of W3C Verifiable Credentials Data
Model for use cases of Defined Achievement Claim and a Skill Claim.

[ Third-party
N\ / Visible Verification
_____._—--—o to all /

’ Mainly used
“4 in Education I
Sector Open-ended

Implementation

Visible only
with Public

Keys In-built
/€< ,(::’t‘ / v \[};?-:lt‘lacla tio\n
? w3c®©

Used
in Multiple Implemented
Sectors by w3c.org

Standards

Certified 7
Expert 2018 Communication

. N



TUBITAK BILGEM

The largest research center in Turkiye, focusing on
informatics and information security.

(@, g £
4 & B-oKZINCIR
TiBITAK i Arastirma Laboratuvari
i BILGEM
— E—Kimlik Laboratuvari
RESEARCH $)
CENTERS X
MAM
&)
R&D
UNITS
R&D
SUPPORT

UNITS
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Digital Turkiye Project

e SS| based national system o

PRESIDENCY OF THE REPUBLIC OF TURKIYE

DIGITAL TRANSFORMATION OFFICE

* Individual, Organization, Smart Device identities

* Authentication, Authorization, Pll sharing, Data Economy
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Digital Turkiye Project

Architecture Owner/Contrr
/ Clo. A
Finance
(DTL,...)
Integration with
\ELT N E] existing
DID National PlI
Services - Public Energetic management
Application issuer Administration Security UEsHEcinies
Domains Custody, -
OpenData, E-Gov, cr(g
_________ CloudWallets R MERNIS, QCT
.. MHRS, g
Digital S
Turkiye @
Infrastructure - e

Management
( «

Node il

Network

Platform
Governance

{ Governance

Token

L)

Business
Framework Model

LK

Node Owner
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Digital Tuirkiye Project

eSSl Infrastructure (Layerl)
 DID method (tur)
* DLT based backbone
e Business model (incentives, tokenomics)
 Data economy (L1) Tol TechnologyStack ToP Governance Stk
* Governance frameworks
* Global services (Digital ID Wallet Custody, OpenData)
e SSITurkiye

Application Ecos yt Ecosystem Governance Frameworks
(1)

||

=
t’l ' ( B .
GI (;J ||||||

Trust Task Protocols

Layer 4

Layer 3

v

* Credential and Walllet Specifications (Layer2 & Layer3) Loy ,
e DIDComm e | S
* Credential formats and exchange protocols r| o8 B
* Data economy (L2, L3)
e DID Agent SDK and APIs
* Security leverage with elD card, eSIM and custom hardware

\ 4

,,,,,

=
&7

16
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Digital Tlirkiye Project

* Adoption (Layerl,2,3,4)

Interoperability with global DID Methods

Reference Agent and Test Suite Implementations

Cloud wallet hosting

Hardware walletMeta governance framework

Application domain governance framework templates

Data economy Layer4

SafirChain Baa$S

Adoption of existing systems (E-Gov, Mernis, e-IDcard, etc.)
+

Regulations

Layer 4

Layer 3

Layer 2

Layer 1

TolP
A

=) igi

=3

Example:

DID
ol

Agent/Wallet

DID me

utility 1

Technology Stack

pplication Ecosystems

o =1 1)
or1e o

D ome
old: T
= ==

Trust Task Protocols

sssssssss

ey
Trust m:
i

Peer-to-Peer Communication

DID

) . . .
Connection =

Agent/Wallet
Public Utilities

thod1 ™" DID method 2 iﬁﬁ\l
utilty 2 5]

17

TolP Governance Stack
Ecosystem Governance Frameworks
00
. 2!
o = @ e
(V] = Kopion
L)
Authority Framework

Trust Task Governance Frameworks

;o2 o WO

&
Lo =
I.. =

Governin, g Agent/Wallet
Autharity Framework

Roles 3
Utility Governance Frameworks

Governs/Certifies

[~ .
Governing Utility - - _=

Authority Framework
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Dlgltal Turkiye Project
Technology Stack

TolP Technology Stack

Application Ecosystems

Layer 4

Trust Task Protocols

Example:
Credential ”'mﬂ
La er 3 Exchange Issuer g J ‘ v? Dg Verifier
Y! ‘ \xe“ eo\“ Holder %07 JTT\
"" Trust -=

Peer-to-Peer Communication

DID DID

Layer 2 =2 |20 <4 - .
> Connection

Agent/Wallet Agent/Wallet

Public Utilities

Layer 1

Interoperable

DID method 1

DID method 2 rﬁf\l
Utility 2 .‘\/,0'

Utility 1

sdk.did.bag.org.tr

ssiturkiye.bag.org.tr

e )

DID Agent/
Wallet App
DID-SDK
Supported use cases
. Onboard (with national ID Card )
. Issue credential
. Verify credential
. Revoke credential
Zula Wallet
Adaptor
DID Method
did : tur : 3k9deld45wdcj5gfk29bwikfgTa

BLOKZINCIH
rastirma Al

Dijital-Tiirkiye %

\_Y_)\_V_/'L " 4

| Method-Specific Identifier

Method

TestNet

Publi
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Digital Turkiye Project

SSI Tiirkiye
. . ‘—Tﬂkﬂ \ !;ublir: Friva;:le‘--
* Blockchain based repository L\I' | "
* Inthe decentralized governance of private sector and public stakeholders iizis e Y / "\ 'G‘L-
* Infrastructure for DID based transformation projects A= Yy, "

ssiturkiye.bag.org.tr
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Digital Turkiye Project
SSI Tiirkiye

V1.0 2023-Q3

TestNet and PublicNet
Hyperledger Indy based repository
e Plenum pBFT consensus
* Public permissioned (Public read- Permissioned write)
<100 node
AnonCreds schema
No payment, Only Invited Organizations
Terms of Reference < Under Construction
« Steward Agreement, Transaction Author Agreement,... i ot
e Governance structures

Validator
Pool

' (Writes)
B . Bgh
//
/// .

Observer
Pool
(Reads, Standbys)

Typical Node computer for Validators

ssiturkiye.bag.org.tr

MUST have adequate compute power (8+ cores).

MUST have adequate RAM (>32 GB of RAM).

MUST have at least 1 TB, with the ability to grow to 2 TB, of reliable (e.g., RAIDed) disk space, with an adequately sized boot partition.

MUST have a high-speed Internet connection with highly available, redundant pipes (+100 Mbps).

MUST have 2 NIC
e atleast one dedicated NIC for Validator Node consensus traffic and
* adifferent NIC to process external requests. I
* Each NIC must have a stable, static IP address.
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Digital Turkiye Project
SSI Tiirkiye Repository

V2.0 2024-Q4
e Custom blockchain development
* Permissioned PoS Node, public-read, public write
e Utility token
 +100 nodes

* On-chain governance
* Business model for Infrastructure Stakeholders
* Data economy for Node owner and Users (Validator, Issuer, Holder, Verifier)

V3.0 2025-Q3
* Smart contract based governance frameworks
e Agent access control support
* Additional credential formats (JWT, mDL, ...)

ssiturkiye.bag.org.tr
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Digital Turkiye Project
Technology Stack-SSI Turkiye Repository

Test Network

__________________________________________

ssiturkiye.bag.org.tr

Node Port

{

tbtk1
Indy Mode

{

Client Port

Node Port

{

thtk2
Indy Node

{

Client Port

Node Port

{

tbtk3
Indy Node

Client Port

Node Port

{

thik4
Indy Node

Client Port |
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Digital Turkiye Project
Technology Stack-SSI Turkiye Repository |

Main Network (PublicNet)

-------------------------------------------------------------------------------------

e
Explore
193.140.75.20 193.140.75.21 193.140.75.22 193.140.75.23
o ot thtiet otk
hdy Node Inchy Node: Inchy Node Indy Node
Cient Port | | Mo Fort Chient Rort | | Mode Fort I Jiant Port | | Mode Fort Cient Port | | Mods

INTERNET

Indy Client

Client Node
port port

YKB Node

Sabanci Unv
Node

ssiturkiye.bag.org.tr

poc: bagyonetici@tubitak.gov.tr
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@ B I LG E M ' i : . We are in the heart of the technology

TUBITAK

Thank you ,

Contact
E-posta: bzlab@tubitak.gov.tr
https://blockchain.tubitak.gov.tr



